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| didn’t find this documented clearly anywhere, so | figured it out on my own. Testing in the lab showed that this works
correctly. | used the certutil command below to test.

certutil -URL http://corp-ca-0l.mycorp.ad/CertEnroll/MyCorp-CA.crl

IIS does the redirection on the backend so clients don’t know that they’re being redirected since they only see the old CA
name in the URL.

IIS 6.0 Redirection

Certs that were issued prior to the migration will all reference the old server URL (http://corp-ca-01.mycorp.ad
/CertEnroll . . .) so we need to redirect that to the new server (http://corp-ca-02.mycorp.ad /CertEnroll . . .). Since the old
server will still be up and running we need to do the following from it:
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A Under the Default Web Site, create new virtual dlrectory named CertEnroll.
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Yirtual Directory Alias
Specify a ghort name, or alias, for this virtual directory,

Type the alias vou want o uge to gain access to this Web virtual directony. Uze the
zame naming conventions that you would for naming a directony.
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¥irtual Directory Creation Wizard

Web Site Content Directory
Where iz the content you want to publizh on the web site?

Enter the path to the directom that containg the content for thiz Web site,

Path:
C:WwfM DO S aystem 32 hoartary

¥irtual Directory Creation Wizard x|

VYirtual Directory Access Permizsions
Set the access permizzions far thig wirtual directon.

Al the following permissions:

[ Fun scripts [such as ASP)
[T Execute [such as 154P| applications or TG
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The content For this resource should conme From:

™ & directory located on this computer
™ 4 share located on another computer
+ A redirection to a URL

Redirect to: | /. o —————— ol

The client will be sent to;

[ The exact URL entered above

[ & directory below URL entered

[ & permanent redirection for this resource

A The redirection URL is http://corp-ca-02.mycorp.ad/CertEnroll (the new CA)

Copy CRT File for AIA

This needs to be done because the new server names its AlA root certificate file after itself. We just need to make a copy
of that file and add the old server name to the file name.

1. Onthe new CA, corp-ca-02.mycorp.ad, go to C:\WINDOWS\system32\certsrv\CertEnroll\.
2. Copy the file named corp-ca-02.mycorp.ad _MyCorp-CA.crt and name it corp-ca-01.mycorp.ad _MyCorp-CA.crt.
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